
IT Risk and Business Continuity Management

Course Outline:

IT Risk Management
IT Audit

COBIT, ITIL
ISO 20000/27001/22301

KING III
BCM Management

BCM Process
Disaster Recovery Management

Crisis Management
Cloud Computing

You will learn how to do the following:

Run the BCM Program.
Business Impact Analysis 

Devise resilience and recovery strategies.
Scenario Planning Exercises.

How to write Business Continuity Plans
and Disaster Recovery Plans.

How to manage a Crisis.
Create test schedules.

Maintain plans.
Crisis Communication.

and much much more…..

Learn how to initiate,
implement, and manage
your company’s 
business continuity 
program.

Designed to teach you
BCM knowledge and 
skill.



Policy, Culture and Program Management
The successful establishment of a Business Continuity Management (BCM) program within the organization's 
culture is dependent upon its integration with the organization's strategic, and day-to-day, management and 
alignment with its business priorities. This section examines those integration strategies. 

Understanding the Organization
General principles, business impact analysis, estimating recovery requirements, estimating threats (risk 
assessment). Although all areas of the business continuity plan are important, the steps in this section set the 
conditions for the entire effort and are critical. 

Determining BCM Strategies
Determining Business Continuity  strategy looks at the general issues of ensuring the protection of the ability of 
the organization to deliver a product or service within its Business Continuity program. The following section 
describes the tactics available for ensuring the continuity and the activities which support the delivery of those 
products or services. 

Developing and Implementing a BCM Response
The aim of the various plan(s) covered in this stage is to identify, as far as possible, the actions that are necessary 
and the resources which are needed to enable the organization to manage an interruption, whatever its cause. 

Exercising, Maintenance and Review
A Business Continuity Management (BCM) capability cannot be considered reliable until it has been exercised. 
Since it is rarely possible to undertake an exercise for the whole organization at one time, a planned exercise 
program is required to ensure that all aspects of the plans and personnel have been exercised over a period of 
time. This section examines the various ways a BCM capability can be exercised.


